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Dies irae, dies illa,  
Solvet saeclum in favilla,  
Teste David cum Sibylla.  
 
Quantus tremor est futurus,  
Quando Judex est venturus,  
Cuncta stricte discussurus. 

  
--Dies Irae, Roman Missal, c. 1253 A.D., In die obitus seu depositionis defuncti 
 
Das Zukunft Grade hast jetzt beginnt. 
 
--Fűnf Minuten vor Zwőlf, Udo Jűrgen 
 
 

 

I left Cybernet Expo and Montreal on June 1, 2002 with three vivid memories that 

I expect to endure within me for a very, very long time. 

 

The first memory is that of standing with my back to the Old Harbor of Montreal 

early on a bright Sunday morning in midst of Place Jacques Cartier and recalling that the 

journey of every explorer and pioneer that I’d ever heard associated with my part of the 

world had started at this exact spot – Pere Marquette and Louis Joliet, Jean Nicolet, 

Solomon Juneau, Jean-Baptiste Point Du Sable, Isaac Jogues and Jean Brebeuf, and 

Robert Cavalier Sieur de La Salle, had all started precisely here - the men who 

discovered and named the places appearing in the early history of my home state: Eau 

Claire, La Crosse, Fond du Lac, Prairie du Chien, and Butte des Morts and many others. 

And I remember thinking that if the Battle of Quebec City, fought between forces 

commanded by English General Wolfe and French General Montcalm on the Plains of 

Abraham in 1759, had turned out differently, I might well have grown up in a Wisconsin 

very different from the one I know, a place that, like Quebec, spoke French, enforced the 



law of the Code Napoleon, and which never knew our Bill of Rights nor its First 

Amendment. 

 

I will also remember a Saturday visit to the very beautiful Oratorie St. Joseph 

high on the hill that dominates Montreal and a place that has a reputation for the 

miraculous. It doesn’t really matter why, but I knelt down at a random shrine within the 

church to light a candle, a place that seemed just like any other in the crypt. I was at least 

a bit startled when I looked up above the rack of glimmering red candles to see a large 

image of “St. Joseph, Terreur des Demons” casting out some very nasty-looking spirits. 

The first candle I lit began to sputter out. Spookier still. And so I lit a second one to be on 

the safe side: We must all contend with demons of one sort or another and our combat 

against the forces of darkness should be serious business. 

 

My third permanent memory of Montreal is that of speaking at the Cybernet Expo 

Legal Seminar with Larry Walters, Greg Piccionelli, and my Associate, Reed Lee, all 

there as voices in the wilderness with tales of things to come.  

 

The Cybernet Expo Legal Seminar in Montreal 

 

What I had planned to tell the attendees was gravely important enough that I 

expected it to be the most significant presentation I had ever given at an adult webmaster 

event. But, the seminar having been scheduled for 1:00 on Sunday, the last day of the 

show, and two hours after hotel check out time, only about thirty of the Cybernet 

attendees were able to attend the seminar before going home. I told them about 

information I had learned suggesting government preparation for prosecution of websites 

offering adult content and gave them a last, urgent, final and practical warning to get their 

sites in compliance with all applicable laws before the storm hit.  

 

The tentative information I possessed on June 1 has since been independently 

confirmed, at least in part. It is appropriate to set the information out for the adult Internet 



community in the hope that those who hear it will heed the warning andmake changes 

while it can still make a difference. 

 

DOJ Officials at the National Cybercrime Law Conference in Chicago: Major 
Online Initiative Against Adult Obscenity Imminent 

 

I told the Montreal legal seminar attendees that, in the first week of May, I had 

attended the National Cybercrime Law Conference at John Marshall Law School in 

Chicago, a three-day seminar, promoted on its website as follows: “Hear the experts who 

are involved discuss where we have been, where we are, and what the future may hold. 

Speakers include practicing experts from government and industry who are making and 

enforcing the law today.”  That turned out not to be much of an exaggeration. A 

significant number of policy-forming officials from the highest ranks of the US 

Department of Justice spoke at the event together with representatives of the Federal 

Trade Commission and the offices of several state attorneys general along with various 

experts who do contract work for prosecutors at the national level. The attendance was 

overpoweringly dominated by FBI Agents, Assistant US Attorneys, and other 

prosecutorial and law enforcement personnel. It would be inaccurate to say that no 

defense lawyers spoke, because two did, nor that there were no defense lawyers in the 

audience, because there was at least a scattering of them. However, the prosecution spirit 

was prevalent enough and defense representation was scant enough, that in the main, it 

simply would not be unfair to call the event a prosecution seminar even though it was 

conducted by a law school and open to lawyers in general. And, as a defense lawyer at 

the forward edge of the battle area defending materials destined for online publication, I 

surprisingly found myself in the midst of the anti-porn camp as they at least indirectly 

discussed their order of battle in open discussion, and more directly in smaller gatherings. 

 

I had the opportunity to hear and speak with DOJ officials from the highest levels, 

persons quite close to both Attorney General John Ashcroft and to the Child Exploitation 

and Obscenity Section (CEOS), a Justice Department body charged with enforcement and 

policy direction regarding the prosecution of federal obscenity laws, though its head was 

not in attendance. I was told that there was a “major online initiative” that was about to 



commence against adult obscenity and that an obscenity symposium, bringing together 

prosecutors from around the nation to plan strategy, would be held in in the end of the 

first week in June at the National Advocacy Center, a Justice Department training center. 

I also had a brief conversation about Section 2257, about the poor fit its implementing 

regulations have with the Internet, and about the very real risks that the existing Section 

2257 notice regulations pose to the safety and well being of small content providers and 

camgirls. It will suffice to summarize the icy tenor and demeanor of a Justice Department 

representative’s response to say that he really did not care whatsoever about their fate as 

he professed an affirmative disinterest in any revisions to those regulations.  

 

When the National Cybercrime Law Conference ended, I searched the web and 

the website of the National Advocacy Center to find information which would tend to 

confirm what I had been told about a national prosecutors’ obscenity symposium, I found 

nothing in early May. The only clue I could find that tended to confirm that something 

was in the air was contained in a new revision to the Obscenity Page of Justice’s Child 

Exploitation and Obscenity Section (CEOS), announcing that its “. . . resources are well 

suited for the prosecution of Internet related obscenity cases.” 

http://www.usdoj.gov/criminal/ceos/obscenity.htm. 

But it did not take long for solid evidence to emerge confirming that the 

Symposium did take place just as I was told in Chicago, that John Ashcroft himself 

attended the event, and that he addressed the gathering with remarks that show present 

and serious intention to begin a new round of prosecutions against erotic expression on 

the Internet using obscenity laws. 

Ashcroft Convenes “National Obscenity Symposium” and Calls for Aggressive 
Federal Obscenity Prosecution 

 

On May 7, 2002, Attorney General John Ashcroft announced an Obscenity Law 

Enforcement Symposium to be held in early June at the National Advocacy Center, he 

invited all US Attorneys to participate in and support this “initiative” and he invited a 

“partnership in launching and sustaining this important endeavor”. Under his 



manual signature, the Attorney General wrote the following memo to all of the US 

Attorneys:   

As I am sure you are aware, the proliferation of obscenity, both via the 
Internet as well as through more traditional channels, has become a 
pervasive and destructive element in our society. I am committed fully to 
dedicating the resources necessary to combat this burgeoning problem.  
 
To that end, I am pleased to announce an initiative aimed at developing a 
national obscenity strategy for aggressive federal prosecutions of such cases. 
On June 6-7, 2002, at the Department's National Advocacy Center in 
Columbia, South Carolina, the Executive Office of U.S Attorneys and the 
Criminal Division's Child Exploitation and Obscenity Section are sponsoring 
an Obscenity Law Enforcement Symposium This symposium will provide a 
forum to discuss the current state of the sex industry, the legal challenges in 
investigating and prosecuting obscenity cases, and the policies and guidelines 
necessary to develop our strategies in a thoughtful and deliberate way.  
 
I encourage you and your staff to support and participate in this initiative 
and the upcoming symposium. I look forward to our partnership in 
launching and sustaining this important endeavor. 
 
http://www.ccv.org/images/Ashcroft%20Obscenity%20Priority.pdf 
[Emphasis added.] 
 

 
Ashcroft to Vindicate “The Right of the Nation to Maintain a Decent Society” 

Through Obscenity Prosecutions 
 

Mr. Ashcroft’s fire in Columbia was not only directed at child pornography and 

the effects of adult pornography on children, but more broadly and generally he 

addressed himself to the material that he characterized as “obscene”. The full text of Mr. 

Ashcroft’s June 6th, 2002 prepared remarks to the nationwide gathering of prosecutors 

and law enforcement officials at the National Advocacy Center has now been posted 

online at  

http://www.nationallawcenter.org/Remarks%20of%20Attorney%20General%20J

ohn%20Ashcroft.htm. The Attorney General described the Internet as “perhaps the 

most pernicious medium for obscenity” and “a conduit for child exploitation and 

obscenity that respects no boundaries and recognizes no jurisdictional lines”. Citing 

the text of the 1973 United States Supreme Court Opinion in Paris Adult Books v. Slaton 



for support, authored by then-Chief Justice Warren Burger, a decision announced by the 

High Court on the same day that Miller v. California was announced, Mr. Ashcroft 

asserted the public’s interest “in the quality of life,” and the “right of the Nation and of 

the States to maintain a decent society.” Claiming that this industry has ties to 

organized crime (in the present tense, but offering no support for that proposition), and 

asserting that the availability of pornography has adverse societal consequences, Ashcroft 

observed that: 

In addition to harming children directly, obscenity has tremendous 
consequences for our broader society.   For instance, clinical and 
experimental evidence show a correlation between exposure to sexually 
violent materials and an increase in aggressive behavior directed towards 
women. 
 

Ashcroft pledged that “To prevent such debasement, the Department of Justice is 

committed unequivocally to the task of prosecuting obscenity.”  

 

He indicated two first steps in support of that commitment. At a cost of one 

million dollars, he has added two attorneys and five staff specialists to the CEOS office to 

work full-time “making prosecutions against child pornography and obscenity 

offenders using the Internet.” Second, Ashcroft has directed that the “lockout” 

provisions of the US Attorney’s Manual be revised to permit CEOS to investigate locally 

with only a notification to the US Attorney in whose district the investigation is 

conducted, rather than with the consent of the local US Attorney as has been Justice 

Department policy to this point. This is done, he asserted, “to bring the full weight of 

the Department of Justice to the fight against child pornography and obscenity.” 

(This may also reflect an understanding by Justice – as a result of the Supreme Court’s 

various opinons and concurrences and dissent in Free Speech Coalition v. Ashcroft - that 

it looks very unlikely that local geographical community standards may be applied to 

judge the obscenity of materials distributed via the Internet; The main point of the earlier 

lockout provision was that a local US Attorney was better poised to know than 

Washington what kinds of material were convictable obscenity under local standards and 

therefore what kinds of investigations would be a waste of time. Ashcroft’s team may 

view the potential of “national standards” as a reason to justify more centralized control 



in the control of obscenity prosecution, a control which may decrease the influence of 

local US Attorneys in charging decisions.)  

 

 Ashcroft said that CEOS will not “alone” prosecute obscenity cases and called for 

co-operation from the local US Attorneys. The obvious suggestion is that CEOS itself 

does have plans to bring obscenity prosecutions.  

 

 Ashcroft mentioned and thanked various individuals from outside the Justice 

Department who participated in the Symposium, from the Organized Crime and Vice 

Division of the Los Angeles Police Department, from the US Postal Service, from The 

American Center for Law and Justice, and from the National Law Center for Children 

and Families. He praised them collectively as “tireless in their efforts to support the 

Justice Department's mission to combat the proliferation of obscenity in our society.” 

[Emphasis added.] 

 

Pressure From the “Moral Right” and Ashcroft’s Response 

 All of this comes on the heels of several other developments. The Long Island 

Citizens for Community Values April 2002 Newsletter, 

http://www.liccv.org/newsletapr02.htm, bears a photograph of the CEOS chief, Drew 

Oosterbaan, his boss, Deputy Attorney General John Malcolm (who heads the Computer 

and Fraud Division of the Justice Department’s Criminal Division, only one handshake 

away from Attorney General Ashcroft) and members of the Religious Alliance Against 

Pornography (RAAP) as they met together in Washington at the Justice Department last 

February 18th. Ostensibly there to offer assistance to the newly appointed Chief of CEOS 

in his endeavors to prosecute child pornography and obscenity,  the RAAP group, 

including the Commander of the Salvation Army, reiterated the points which were 

covered with Attorney General John Ashcroft in a prior hour-long meeting last year. 

They had requested that the Justice Department make obscenity prosecutions a priority. 

Dr. Kirk of RAAP also urged Mr. Ashcroft to return to the aggressive pursuit of 

violations of obscenity laws as demonstrated in the 1980's and early 1990's. 



According to that website, Mr. Ashcroft had then promised “to do all in his power” to 

establish obscenity prosecution as a priority. 

 The National Obscenity Symposium and Mr. Ashcroft’s remarks there put his 

May 1, 2002 National Victims of Obscenity Awareness Month statement into more 

readily understandable significance, a statement chiefly dealing with adult obscenity: 

Pornography and adult obscenity are more than demeaning pictures 
in magazines and on the Internet – they are steps down a path to the 
degradation and, too often, the real abuse of predominantly women and 
children.  

The Department of Justice is dedicated to prosecuting those who 
illegally distribute adult obscenity materials and child pornography. These 
prosecutions are a priority for this Department, and the Criminal Division’s 
Child Exploitation and Obscenity Section and the 94 United States Attorneys 
across this country stand committed to enforce the federal statutes in this area.  

Over the past year, the Department has made significant progress 
toward reversing an almost decade-long absence of adult obscenity 
prosecutions. With the recommendation of the Attorney General’s Advisory 
Committee, the so-called ‘lock out provision’ of the United States Attorneys’ 
Manual was eliminated. Now, for the first time in many years, prosecutors 
from the Child Exploitation and Obscenity Section of the Justice Department 
have increased flexibility to initiate cases across the country. Additionally, the 
Child Exploitation and Obscenity Strategy [sic] has been working with our 
United States Attorneys to put together a June 2002, symposium to devise a 
common and coordinated approach to the prosecution of obscenity providers.  

This Department is dedicated to vigorously enforcing the laws of the 
United States, and those who illegally distribute obscene material will be 
prosecuted aggressively. 

 
http://www.ccv.org/images/Ashcroft%20VOP%20Statement.pdf [Emphasis 
added.] 
 

ObscenityCrimes.org 
 
Finally, all of this coincides with the launching of a new website by Morality in 

Media under the name http://www.obscenitycrimes.org/, a website providing a 

convenient form (including a handy means to check off such content items as “Anal Sex” 

and “Lewd Exhibition of the Genitals”) to submit reports of allegedly obscene online 

material to Morality in Media, where it will be screened, and if deemed prosecutable by 

that organization, to be forwarded to the reporter’s local US Attorney with a request for 



investigation under the reporter’s name. This report form and this site are exclusively 

concerned with adult pornography and those persons with information regarding child 

pornography are directed to another site. No tips are accepted at obscenitycrimes.org 

without geographical information about the location of the reporter, which is a real clue 

as to what the site is all about. After (misleadingly) advising the reader that “Most 

obscene materials consist of little (if anything) more than depiction after depiction of 

hardcore sexual conduct”, the site alludes to its real aim, that of applying pressure to 

local US Attorneys:  “MIM does expect U.S. Attorneys to take reports of possible 

violations of obscenity laws seriously and to initiate prosecutions in appropriate 

cases. . .  MIM will periodically publish on this Web site the number of reports 

forwarded to each U.S. Attorney and the number of obscenity prosecutions initiated 

by each U.S. Attorney.” 

 

Signs of the Times 
 

From that, we do begin to see a faint glimmer of what is going on here. I have no 

doubt that Mr. Ashcroft himself means at least what he says in antipathy to pornography 

(and probably a great deal more that he doesn’t express in public!) and that the close 

circle that surrounds him is impatient for the adult internet to be taken down under 

charges of criminal obscenity.  I suspect that the Obscenity Symposium and other 

developments reported in this article have been a top-level response by the Ashcroft 

Justice Department to a lack of perceived enthusiasm by local US Attorneys for the 

prosecution of run of the mill adult pornography under the obscenity laws. Morality in 

Media is putting the Moral Right on the case of the US Attorneys and keeping track of 

the numbers; Pressure will be applied by MIM and ultimately by DOJ in Washington; 

CEOS will get prosecutions jump-started on its own with or without the OK of the local 

US Attorneys, now that Mr. Ashcroft is changing the US Attorney’s Manual to empower 

CEOS to do this.   

 

My strong hunch is that a significant number of Republican appointees in the 

Ashcroft Justice Department are well adjusted people with at least average tolerance or 

acceptance of erotic materials and that the large majority of them who are criminal 



prosecutors probably have a realistic and correct understanding that, with competent 

defense, graphic depictions of explicit sex, of the run of the mill Internet variety, are 

unlikely to result in many convictions for obscenity, in view of where society now stands. 

They undoubtedly understand American society and its sexual attitudes better than their 

boss does. If Mr. Ashcroft were truly prudent, he would rely on the judgment of the 

prosecutors in the courtrooms across the country as to what is likely to lead to a 

conviction before the juries these men deal with daily instead of seeking to bypass that 

judgment from a Washington office. These men know their communities and they know 

what will sell and what won’t sell to their juries. A general lack of enthusiasm about such 

prosecutions during the last decade suggests something about the changing face of 

American society which perhaps the local US Attorney offices understand.  

 

You Don’t Need a Weatherman to Know Which Way the Wind Blows 

 

But, all that having been said, as Bob Dylan once wrote, “You don’t need a 

weatherman to know which way the wind blows.” It is clear from every sign that adult 

obscenity prosecutions on a measurable scale are about to begin in the imminent future. 

To borrow another expression, one coined by Robert Anton Wilson and Robert Shea in 

Illuminatus!, Mr. Aschcroft has imminentized the eschaton. Thus far, the adult 

webmaster community at large has seen chiefly the upside, the economic benefits of this 

risky business; The downside, known so well to the videotape community in its memories 

of the Reagan/Bush years, the knock on the door, the seizure of capital assets and the 

means of production, the humiliation of arrest and bond court, the expense and anxiety of 

a criminal defense, are all matters that, in short order, will be learned by some among the 

webmasters. And some lives will be destroyed no matter how the jury returns. 

 

Practical Advice in Dangerous Times 

 

What is to be done by the adult site operator?  

 



There is no substitute for the guidance, advice, and review of your site and its 

content and procedures with an attorney experienced in this area. If you bought your 

terms and conditions and 2257 disclosure statement for a two digit price from an online 

form store or by otherwise acquired it by cut and paste from another site that looked to 

you like it had a lawyer, you may learn that the office of the US Attorney does not craft 

its affidavits in support of an application for a warrant in this manner. If your content 

came with a license written in cyrillics warranting that the models were all over the age 

of 18 and promising to defend you, you just may have the misfortune to discover that the 

warranty is of little practical value when you stand criminally accused; The vendor will 

not be substituted in as a defendant in your place. 

 

If you are targetted, if you are the subject of a search warrant, you will be charged 

with any and all criminal laws whose violation can be made out from what they find, 

including matters found in plain view that were not a part of the original investigation.  

 

In every single case in which law enforcement becomes involved, it will 

aggressively and resolutely search for evidence of child pornography. Among other 

things, that item makes the prosecutorial burden much easier and simpler. Accordingly, 

the number one priority must be to positively assure that you are never in possession of 

even a single image containing any underage person in any situation that is even remotely 

sexual. The necessary implication of this is that you cannot afford to possess any erotic 

image whose origin you cannot identify. If you browse the Internet, especially with 

javascript enabled, images will appear on your hard drive and will thereby come into 

your possession without any affirmative action on your part to save those images. Even 

when your operating system or browser clears your disc cache, those “deleted” files will 

remain on your computer until they are overwritten. The prevalent use of hard drives of 

gargantuan size, exceeding 60 gigabytes of storage, increases the odds that “deleted” files 

will remain un-rewritten and therefore forensically recoverable. Also, it is important to 

know that overwrites are made by assigned blocks and that portions of earlier “deleted” 

files may remain as “slack space” even when there has been a partial overwrite. I know of 

at least two persons who have faced criminal charges because of deleted but not 



overwritten images found on hard drives. The obvious solution is to use Evidence 

Eliminator, Window Washer or an equivalent to clean all traces of browsing activity 

whenever you do so. I must add that you cannot do so if you have cause to believe that 

you are under criminal investigation for a related matter, because in this case, it would 

amount to destruction of evidence and the possibility of obstruction of justice charges. 

 

If you are an adult webmaster, you must make very, very sure that you have no 

technical violations of Section 2257 or its associated regulations. Each of them caries a 

maximum penalty of two years in prison. Compared to the massive undertaking of an 

obscenity prosecution, a 2257 prosecution would be a simple and straightforward matter. 

Do not make the task of putting you out of a business and easy and straightforward 

assignment.  

 

Finally, take a serious and good look at your site and do everything in your power 

to assure that it is not obscene. Consult with a lawyer who knows the law of content. Yes, 

I know about the amorphous standards that apply in this area of law. I know about the 

uncertainties. I know that the exact nature of the community whose standards may apply 

is not yet clear in the law. Regardless of the uncertainties you cannot control, if you chose 

to make your living on the adult Internet, aspire to give your site serious value and strive 

to make it a serious work. There are no magic bullets, amulets or robes of invisibility, 

there are no cookie-cutter solutions, and the advice to “put in some text” or to run a guide 

to esoteric sexual practices of the East or a penile enlargement lesson are less than 

satisfactory. There is a difference between a serious work and a pretext that will not be 

lost on judge, jury, or prosecutor.  I wrote earlier about our First Amendment and how it 

makes our society different from others. One unchanging axiom that runs through all of 

the Supreme Court cases dealing with obscenity in the modern era is that no work can be 

proscribed and criminally outlawed if, taken as a whole, it has serious literary, artistic, or 

scientific value. Were it possible to ban speech with serious value, American society 

itself would become the victim of censorship though its loss of a work of serious value, 

and that is a result that the constitution cannot permit. A serious contemplation of this 

issue will offer both hope and challenge to the webmaster. 



 

Aspire to create a work whose overall theme is not an appeal to the morbid or 

unhealthy. It is the motorist who is passing all of the other cars that gets tagged every 

time. The extreme nature of some content can sometimes – but not always need be – a 

substitute for creativity, artistry, and vision. If you aspire to meet the needs of a narrow 

niche, pick one that offends broadly American sensibilities the least while attracting a 

customer base with inescapable magnetism. Be creative when you write, design, and 

integrate your site. This is a matter that is entirely within your control. You must choose 

and you must continue to choose a path that will avoid the demons. 

 

 

This article is written to generally inform the public and does not provide 
legal advice nor does it establish an attorney-client relationship. If you 
have a legal issue or question, contact a lawyer. If you are arrested, make 
no statement, consent to nothing, but make no resistance, and contact a 
lawyer immediately. 

 

 Joe Obenberger is a Chicago Loop lawyer concentrating in the law of free 

expression and liberty under the United States Constitution, and his firm has 

represented many owners, employees, and customers of adult-oriented businesses, 

both online and in the real world. He represents and provides advice to adult 

websites in many parts of the United States and in Canada. He can be reached in the 

office at 312 558-6420 or paged in any emergency at 312 250-4118. His e-mail 

address is xxxlaw@execpc.com. His website URL on the World Wide Web is 

http://www.xxxlaw.net. 

 

 

 

 

 

 

 

 



 

   


